Ht201413 Resolve issues between iTunes and third-party security software

If you can’t open iTunes, download content, sync your device, or use Home Sharing, your security software might be the cause. 

Time-consuming task

Many of the troubleshooting steps in this article can take time. Refer the customer to this article, and, if necessary, call them back.

Learn more about call handling.

Security software created by companies other than Apple can prevent iTunes from connecting to Apple servers or to devices. Sometimes, you might see a numeric error message when you sync, update, back up, or restore your device.

The following might happen if your security software is causing an issue with iTunes:

· Your iPhone, iPad, or iPod touch aren't recognized in iTunes, or they won't back up, restore, update, sync, or activate.

· You see iTunes Errors 4, 6, 1630–1641, 3000–3999, or 9000–9999*.

· You can’t connect to iTunes Store to buy or download content.

· iTunes won’t open.

*If you see error 9006, your computer might not be able to connect to Apple servers or your iPhone, iPad, or iPod touch. Check for communication issues between iTunes and Apple software update servers. If you still see the error message, then continue reading to learn how to check your connectivity and security software.
Get started

Before changing your security software's setup: 

· Make sure that the date, time, and time zone are set correctly on your computer. 

· Log in to an administrative user account, not a guest account.

· Make sure that you have the latest version of iTunes.

· Update OS X or Windows.

· Update your security software.

If your device isn't recognized, find more information on what to try if your iPhone, iPad, or iPod isn't recognized in iTunes for Mac or Windows.

If you're still having trouble, continue to the next section.

Test your connectivity

Check your hosts file to make sure that it's not blocking iTunes from communicating with Apple's servers.

If you’re having issues using AirPlay, Home Sharing, iTunes, or Remote, test the connectivity between the computers or devices in your house. They should be connected to the same network and subnet in order to function properly.

If you're still having trouble, continue to the next section.

Test your security software

If you still have trouble after you test your connectivity, your security software could be interfering with your computer's connection with iTunes.

In some cases, it might be necessary to temporarily remove your security software to isolate an issue. Some Internet security apps don’t uninstall completely, so you might need to download and run a cleanup utility for your security software for it to be completely removed.

Work with your security software provider to allow the complete list of ports and services that Apple products use or if you need help with uninstalling their software.

Make sure that there isn’t more than one type of security software installed at a time. If you have more than one type of security software installed, you might experience other performance issues.
Remove software and proxies

If the customer's computer or router is using proxy settings, ask them to connect to the iTunes Store without using an Internet proxy. On a PC, you can use the built-in diagnostics in iTunes to test connections and generate reports.

If the issue persists, help the customer disable or uninstall security software entirely. Make a note about the software license, and confirm with the provider that you can reinstall the software. Then, restart the computer and test the issue again.

Finding security software

To find security software, follow the steps below:

Windows:

1. To access the Start menu, press Ctrl + Esc or the Windows key. 
2. Click the magnifying glass or search box. In the search field, type appwiz.cpl and press Enter.
3. Look through Programs and Features to find any security software. 

Note: It may be best to use the Search box in the upper right to filter the list by publisher, e.g. one of the common security software listed below.
Mac:

1. Hold down the Option key, then choose  > System Information.
2. Highlight Software > Applications

Note: If booted to Safe Boot, the list won’t be populated.
3. Sort by “Obtained from” so Apple apps are at the bottom

Note: Cmd + F won’t search within the list.
Below is a list of common security software titles and developers:

	24x7 Help
	Malware Bytes

	Acronis
	McAfee

	Advanced SystemCare
	Microsoft Security

	Avast
	MyPC Backup

	AVG
	Norton

	Avira
	NTRU Cryptosystems

	BitDefender
	PC Pitstop

	Comodo
	Search Protect

	Constant Guard
	Spybot

	Hitman Pro
	Super AntiSpyware

	IObit
	Symantec

	Kaspersky
	Trend Micro

	MacKeeper
	Webroot

	MacPaw
	 


Additional steps

Do not rely on "disabling" security software through in-application settings or MSConfig to resolve security software issues. "Disabling" the security software does not turn off the security process.

Before you send an RTA: Uninstall the security software, restart, and test to see if the issue is resolved.

If the customer doesn't have any of the software listed above, check to see if they have any other security software installed on their computer. Most security software will have the words Anti, Alarm, Firewall, Mechanic, Malware, Protection, Security, Shield, Spy, Trust, Virus, or their synonyms in the application or service name. If you do not know what a particular application or service does, search the web to learn more about it.

PC: Gather an MSINFO32 report for a complete list of installed applications and services. Learn how to collect an MSINFO32 report in text format. If the MSINFO32 report is mostly blank or does not list the applications the customer has installed, this is a symptom of over-zealous security software configuration. In the MSinfo32 report, search the Running Tasks, Services, and Program Groups for installed security software.

Always advise the customer to update and properly configure third-party security software before they uninstall. If you assist the customer in uninstalling security software, advise them to immediately protect their PC after they have completed whatever task they were prevented from completing.

If the customer has more than one security software application installed, you might need to disable or uninstall them one at a time, restarting between tests.

Once you have isolated any issue to specific third-party security software or firewall, send an FYI RTA detailing the following:

Was the solution to the issue due to:

1. Disabling the firewall on the computer or network and then testing the issue?

2. Disabling the security software on the computer and then testing the issue?

3. Disabling both the security software and the firewall?

4. Uninstalling the security software or the firewall?

5. Names and version numbers of the security software or firewall that caused the issue.

Also collect the appropriate logs and reports and attach them to the RTA. For an RTA regarding the symptoms listed in the introduction or other security software issues on a PC, collect the following reports:

· MSINFO32 report

· iTunes Diagnostics files (both the .rtf and .spx).

For security software issues on a Mac, capture an AppleCare Capture Data report.

Find help with what to do if a customer experiences iTunes backup issues.

The iTunes UI links to this article. Please consult with the iTunes Readiness or Response DRI before modifying or removing it.
Information about products not manufactured by Apple, or independent websites not controlled or tested by Apple, is provided without recommendation or endorsement. Apple assumes no responsibility with regard to the selection, performance, or use of third-party websites or products. Apple makes no representations regarding third-party website accuracy or reliability. Risks are inherent in the use of the Internet. Contact the vendor for additional information. Other company and product names may be trademarks of their respective owners.
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