Ht204408 If you cant sign in to your iMessage account or FaceTime on your Mac

If you can no longer sign in to your iMessage account or FaceTime, one of these solutions might help.

When you first set up Messages on your Mac, you're asked to sign in to your iMessage account with your Apple ID. Messages then automatically attempts to sign in every time you open it. Signing in to FaceTime is similar. If either app doesn't sign in successfully, try these solutions. 

Check your Internet connection

Make sure that your Mac is connected to the Internet. You should be able to load web pages or receive email, for example.

Check for a service outage

Check the Apple System Status page for a temporary outage affecting iMessage or FaceTime.

Check your Date & Time settings

· Choose Apple menu () > System Preferences, then click Date & Time. Make sure that the date, time, and time zone are correct.

· If the ”Set date and time automatically” checkbox is selected, deselect it and select it again. (If the checkbox is dimmed, click [image: image1.png]


  and enter your administrator password.)

Make sure that your software is up to date

Learn how to update your Mac software. Software updates can improve the stability, compatibility, and security of your Mac, and might also resolve the issue. 

Check your Apple ID

To make sure that your Apple ID and password are correct, go to the Apple ID account page and sign in with the same Apple ID that you're using with Messages and FaceTime. If that works, open the app and take these steps:

· Messages: Choose Messages > Preferences, then click Accounts. Select your iMessage account, then click Sign Out. Now sign in again with the same Apple ID you used on the Apple ID account page.

· FaceTime: Choose FaceTime > Preferences. In the Settings tab, click Sign Out. Then sign in again with the same Apple ID you used on the Apple ID account page.

Reset NVRAM

In case the issue is related to any of the settings stored in NVRAM, reset NVRAM on your Mac.

Check for third-party software

If you installed firewall, security, VPN, or other third-party networking software, make sure that the software isn't blocking any of the network ports used by iMessage and FaceTime. If necessary, disable the software and then try using your iMessage account or FaceTime again.

Learn more

Learn what to do if you get an error when trying to activate iMessage or FaceTime or you have other FaceTime issues.

 FaceTime is not available in all countries or regions.
Additional steps for all Advisors and Geniuses

Try these solutions in the order shown. After each solution, test iMessages or FaceTime again to determine whether you need to continue to the next solution.

Check for error messages or alerts
· If the customer received an alert asking them to contact Apple with a customer code, learn what to do. 

· If the customer received an alert asking them to verify an email address, use the iCloud Support App to determine whether all email addresses associated with their Apple ID are verified. Help them to verify or remove any unverified addresses.

Check for a missing serial number If the Mac logic board was ever replaced, use System Information or About This Mac to check the serial number. If the serial number is missing, refer the customer to a service provider for help.

Check for a damaged IdentityServices database
If the customer is using OS X El Capitan or earlier, check the IdentityServices logs. 

Check for a server-side block
1 Use the iCloud Support App to determine whether the customer's account is eligible for an unblock.

· Use the Apple ID field to search for the customer's Apple ID, then go to FaceTime/Messages > WhiteList information. 

· Use the FaceTime Phone field to search for the customer's phone number, including country code. For example: 15551234567, without spaces, punctuation, or symbols. Then go FaceTime/Messages > WhiteList information.

2 If the Apple ID or phone number is blocked, escalate to Tier 2. 

Create a new network location for testing Create a new network location in Network preferences. If that resolves the issue, the original network location had settings that were preventing iMessage or FaceTime from working. If the settings in the new network location are working and resolve the issue, the customer can continue to use them.

Check the network service associated with en0
iMessage and FaceTime issues can occur if the network service (Wi-Fi or Ethernet) associated with en0 isn't working, even if the customer isn't using that network service to connect to the Internet.

1 Open System Information, select Network in the sidebar, then check the list of active services in the upper-right section of the window.

2 Check the BSD Device Name column to find out which service is associated with en0.

3 Try to find out whether the service associated with en0 is working. For example, if the customer is using Wi-Fi but en0 is associated with Ethernet, see if the customer can connect their Mac to Ethernet to make sure that Ethernet is working.

4 If the network service associated with en0 isn't working, refer the customer to a service provider to fix a possible hardware issue with that service.

Try to reproduce the issue in a new user account
See How to test an issue in another user account on your Mac. 

· If the issue continues in the new user account, and you're sure that none of the solutions above work, escalate to Tier 2.

· If the issue doesn't occur in the new user account, log in to the user's original account again, then continue to the other solutions below.

Check for a bad ASPD .plist file If the behavior occurs system-wide and the APSD plist has been altered, damaged, or corrupted, reset with these steps:

1 Open Terminal and enter: 

2 sudo rm /Library/Preferences/com.apple.apsd.plist
3 Restart the Mac.

4 Test for the behavior.

Check the hosts file
1 Open Terminal, which is in the Utilities folder of the Applications folder.

2 Type this command, then press Return:

3 sudo nano /private/etc/hosts
4 At the Password prompt, enter the administrator password.

5 This requires a non-blank administrator password. Terminal doesn't show the password as it's typed.
6 The hosts file opens within Terminal. Use the keyboard arrow keys to scroll through the file. (The total number of lines in the file appears in white-on-black text, centered near the bottom of the Terminal window).

7 If apple.com, verisign.com, or verisign.net appear in any line of the hosts file, move the cursor to the beginning of that line and type #. Do this for every such line.

8 When done editing the file:

· Press Control-O (the letter O).

· Then press Return to save the file.

· Then press Control-X to close the file.

9 Quit Terminal.

Reset the certificate cache
1 From the Finder, choose Go > Go to Folder, then enter /var/db/crls/.

2 The crls folder opens. Drag these two files to the Trash and enter the administrator password when prompted:

· crlcache.db

· ocspcache.db

3 Restart the Mac.

Edit the keychain The keychain holds passwords and certificates that allow authenticated connections from apps such as Messages and FaceTime. 

1 Open Keychain Access, which is in the Utilities folder of the Applications folder.

2 Choose Keychain Access > Preferences.

3 In the Certificates tab, make sure that these menus are set as follows:

· Online Certificate Status Protocol (OSCP): Best attempt

· Certificate Revocation List (CRL): Best attempt

· Set 'Priority' to (OCSP)

4 Close the Preferences window.

5 Select Certificates from the Category section of the sidebar.

6 Enter ”class” in the search field in the upper-right corner.

7 If the list shows any certificates that have a blue plus sign (+) over the icon, follow the steps below for each of those certificates.

8 Double-click the certificate to open an information window about it.

9 In the Trust section of the window, choose ”no value specified” from the Secure Sockets Layer (SSL) pop-up menu.

10 Close the information window and enter the administrator password, if prompted.

11 Double-click the same certificate to open it again.

12 In the Trust section of the window, choose ”Use System Defaults” from the ”When using this certificate” pop-up menu. 

13 Close the information window and enter the administrator password, if prompted.

14 Restart the Mac.

Remove potentially bad keys in Keychain Access
1 Open Keychain Access.

2 Select “login” from the Keychains section of the sidebar.

3 Select All Items from the Category section of the sidebar.

4 Enter ”IDS” in the search field in the upper-right corner of the window, then click the Kind column to sort by kind. Delete all of the IDS items that are of the kind ”application password.”

5 Enter ”FaceTime” in the search field and delete all found items that are of the kind ”application password.”

6 Search for ”iMessage” and delete all items with the name iMessage Signing Key and iMessage Encryption Key. 

7 Restart the Mac.

Create a new login keychain
If the issue continues, offer to create a new login keychain. Explain to the customer that this will cause any saved passwords to be deleted from their keychain. If they don't have their passwords stored elsewhere, suggest that they make note of the passwords stored in Keychain Access before proceeding with this step.

Additional steps for Tier 2 Advisors and Geniuses

If the customer's account is blocked
1 After verifying that the account is blocked, enable Escalation Mode for the blocked Apple ID. If the phone number is blocked, enable escalation mode for the corresponding Apple ID.

2 Submit a low-priority RTA to have the unblock request reviewed. Include the Apple ID and DSID of the account, and be sure to use Messages or FaceTime as the affected product, not iCloud or Apple ID.

If the issue continues after you've tried the steps in the Additional steps for all Advisors and Geniuses section
1 Escalate to macOS SSE by submitting an RTA. In the RTA, confirm that you've already tried the above steps, and list the results of each step. 

2 Include a Capture Data report with the Sysdiagnose and Default Information options selected showing the attempt to sign in to iMessage or FaceTime. In your escalation, complete the following template:

When (date or date range) did the issue start?

Was iMessage or FaceTime working previously on this Mac? If so, when?

Did the customer get the Mac new, or was it used?

When and where did the customer get the Mac?

Can the customer relate the issue to any changes that they made on their Mac, such as software updates or repairs? If so, what changes and when?

Does the issue happen in a new user account?

Was the customer sending unsolicited messages, or anything that might be perceived as spam?

If the customer has multiple DSIDs across all of their Apple devices, what are those DSIDs?

If the customer has multiple DSIDs, which DSID do they want to use on this Mac?
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Check the IdentityServices logs if you can't log in to FaceTime, iMessage, or iCloud
